Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

Our Pledge to You

Providence Anesthesiology Associates (PAA) is dedicated to protecting your health information.
We are legally required to do the following:

« Maintain the privacy and security of your protected health information

« Follow the duties and privacy practices described in this Notice and give you a copy of it
upon request.

o Not use or share your health information other than as described here unless you tell us
we can in writing. If you grant us permission, you may change your mind at any time.
You must let us know in writing if you change your mind.

e Let you know promptly if a breach occurs that may have compromised the privacy or
security of your information.

We will abide by the terms of this Notice currently in effect at the time of the disclosure. If you
have
any questions, please contact us at (704) 749-5801.

How We May Use and Disclose Health Information about You

The following categories describe the ways PAA may use or disclose your personal health information.
How we typically use and disclose your information:

Treatment:

We may use your health information for your care or treatment or to refer you to another
provider. Treatment examples include, but are not limited to: school or sports physicals, referral
to a nursing home, home health agencies and/or referrals to other providers for treatment.

Payment:

We may use your information to seek payment for our services from you or your insurer.
Payment examples include but are not limited to: billing insurance companies for claims or
coordinating benefits with other insurers and collection agencies.

Healthcare Operations:

We may use and share your health information to run our practice, improve your care, and
contact you when necessary. Healthcare operations include but are not limited to: internal quality
control, including auditing of records, business planning or seeking accounting and legal
services, or having medical residents, medical students, or other students observe or participate
in your treatment as a part of their training.



We are allowed or required to share your information in other ways — usually in ways that contribute to the
public good, such as public health and research — as long as we meet the conditions in the law first.

If Required by Law:
We will share information about you if state or federal law requires it, including with the
Department of Health and Human Services if it wants to see that we’re complying with federal
privacy law.

Public Health and Health Oversight:

We can share your information for public health purposes like disease reporting, public health
investigations, or reporting quality, safety, or effectiveness data to the Food and Drug
Administration. PAA will also provide information to a federal or state agency that oversees the
health care system or government benefit programs for audits, investigations, inspections,
proceedings or disciplinary actions.

Child and Adult Abuse, Neglect or Exploitation:
We may submit your information to the appropriate authorities if our staff or providers suspect
child or adult abuse, neglect, or exploitation, or other domestic violence.

Legal Proceedings and Law Enforcement/Government Purposes:

We may provide information in response to a court order, subpoena, discovery request, or other
legal requests. We may also disclose your information for certain law enforcement purposes,
including for locating or identifying missing persons or suspects, for crime victims, for
decedents, if there is a crime on PAA property, or for a medical emergency.Certain government
purposes may also allow us to release your information, including military/veterans
administration, national security, Presidential protective services, or National Criminal
Background Check purposes. If you are an inmate, we may release information to the facility or
person that has custody of you for certain purposes.

Coroners; Funeral Directors; Organ Donation:

Coroners, medical examiners, or funeral directors may request, and we may provide, information
about you for the performance of their duties. We may also share information about you with
organ or tissue procurement organizations.

Research:

We may disclose your information for clinical research purposes. For example, if the research
has been specifically approved by an institutional review board or a privacy board that has
reviewed the research proposal and has set up protocols to ensure the privacy of your identifiable
health information. We may also permit researchers to look atyour information to help them
prepare for research, for example to allow them to identify patients who may be included in their
research project, as long as they do not remove, or take a copy of, any of your personal health
information.

To Avert a Serious Threat to Health or Safety:
We may disclose information to prevent or lessen a serious threat to the health or safety of a
person or the public if in line with ethical standards.



Workers’ Compensation:
We can use or share your information for workers’ compensation purposes as allowed by North
Carolina law.

De-identified Health Information:

We may use your health information to create “de-identified” information that is not identifiable
to any individual in accordance withHIPAA. We may also disclose your health information to a
business associate for the purpose of creating de-identified information, regardless of whether we
will use the de-identified information.

Limited Data Set:

We may use your health information to create a “limited data set”’(health information that has
certain identifying information removed). We may also disclose your health information to a
business associate for the purpose of creating a limited data set, regardless of whether we will
use the limited data set. We may use and disclose a limited data set only for research, public
health, or health care operations purposes, and any person receiving the limited data set must
sign an agreement to protect the health information.

You can tell us whether or not you want to allow the following disclosures. If you are not able to tell us your
preference, like if you are unconscious, we may share your information if we believe it is in your best interest:

Family, Friends, and Others:

We are permitted or required to use or disclose PHI without your consent or authorization in
certain circumstances. Three examples are public health requirements (community health
surveillance or investigation), court orders, or subpoenas.

You can give us the names and contact information of any family members, friends, or others
involved in your care you want to have access to your personal health information, billing and/or
appointment record. We will ask you for the name of the person(s) you wish to have access to
your information during registration. We keep their name(s) on file on your HIPAA Disclosure
Permissions List. To obtain information by telephone, the person calling the practice must share
at least two of your personal identifiers with the staff. We will verify that the party contacting the
office is named on your HIPAADisclosure Permissions List. You have the right to update your
list of persons with access to your health information by signing a new HIPAA Disclosure
Permissions List.

We may release your information to disaster relief organizations to facilitate communications
with your family, friends, and others involved in your care. We will seek your approval before
doing so unless it interferes with the emergency response.

Certain uses or disclosures always require your written authorization:

Marketing:
“Marketing” means a communication that encourages you to use a service or buy a product,
including those where we receive payment from a third party for making the communication.



Generally, as long as we do not receive payment, it is not marketing to send you (1) refill
reminders and other communications about prescribed drugs; (2) communications related to your
treatment, care coordination/case management, or recommending alternative treatment,
providers, or care settings; and(3) descriptions of a health-related product or service offered by
PAA. We are permitted by the regulations to receive payment to cover the costs of sending refill
reminders.

Before we could send you a marketing communication, we would have to obtain your
authorization unless the communication is face-to-face, or it involves a promotional gift of
nominal value, like a pen or key chain. We do not engage in the type of marketing that requires
your authorization, but if we did, we would get your authorization first and let you know if we
receive payment for making the communication. We will not sell your information for marketing
by others:

We will send you notifications of new physicians, new services, and other happenings at PAA.
Should you wish to opt out, you must contact PAA at the contact information below.

Others Requiring Authorization:

We will not sell your identifiable health information without your prior written authorization. We
also do not typically have psychotherapy notes, which are only able to be released with your
authorization. If PAA becomes a‘“lawful holder” of substance use disorder treatment records sent
by a program under 42C.F.R. Part 2, we will only use and disclose those records as permitted or
required by the regulations.

Any other use or disclosure not otherwise allowed under HIPAA, state law, and this Notice requires an
authorization. You are able to revoke any authorization you sign at any time in writing. If you revoke your
authorization, we will not use or disclose information for the purposes covered by the authorization; however,
we cannot take back any disclosures we have already made while the authorization was in effect.

Your Rights Regarding Health Information About You
You have the following rights with respect to information about you maintained by PAA:

The right to choose someone to act for you.

If someone is your legal guardian or you have given someone medical power of attorney, that
person can exercise your rights and make choices about your health information. We will make
sure the person has this authority and can act for you before we take any action, including by
requesting copies of the applicable paperwork.

The right to access and get a copy of your health information.

Although your medical record is the property of PAA, you are entitled to receive a copy of your
medical record at any time. Under HIPAA and North Carolina law, we are allowed to charge a
fee for your record. You must sign our written request form in order for us to release your record
to you or a party that you designate. We have 30 days to provide records once you have
submitted the necessary written request.



Requests for completion of medical-related forms, such as Disability or Family Medical Leave
Act (FMLA) forms, require information from the patient’s visit but may also require the
physician to address specific questions directly. There is a fee for any form that is requested to be
completed by the practice. Once the fee and signed Authorization for Release of Medical
Records form (available from the front desk staff, or on our website) have been received, the
form(s) will be processed. Payment for forms is required in advance.

The right to request changes to your medical record.

You can ask us to correct health information about you that you think is incorrect or incomplete.
You can contact us to

find out how. We may not agree to your request, but we will tell you why within 60 days of
receiving your request.

The right to confidential communications.
You can ask us to send confidential communications by alternative means or to alternative
locations. Such requests must be in writing and we must accommodate reasonable requests.

The right to request limitations on how information is shared.

You can request reasonable restrictions as to how your health information may be used or
disclosed to carry out treatment, payment, or healthcare operations. Individuals who pay for their
services out of pocket, in full, have the right to restrict disclosure of PHI to their insurance plan if
they wish. All requests must be in writing.

The right to receive a list of those with whom PAA has shared information.

You may request a list of those with whom we have shared your information for six years prior
to the date you ask, who we shared it with, and why. We will include all the disclosures except
for treatment, payment, and healthcare operations, and certain other disclosures (like those you
have asked us to make). We will provide one accounting a year for free but will charge a
reasonable, cost-based fee if you ask for another list within 12 months.

The right to receive copy of this Notice.
PAA will provide you with a paper copy of the effective Notice at any time upon request, even if
you have agreed to receive a copy electronically.

Complaints

If you are concerned that your privacy rights have been violated, or you disagree with a decision
we made about access to your records, you may contact PAA at (704) 749 -5801 ext. 2177.

You can file a complaint with the U.S. Department of Health and Human Services Office for
Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201,
calling 1-877-696-6775, or visiting www.hhs.gov/ocr/privacy/hipaa/complaints.

It is the policy of PAA that no retaliatory action will be made against any individual who submits
or conveys a complaint of suspected or actual non-compliance with standards.



Contact
If you have questions about our privacy practices, please contact us:

Providence Anesthesiology Associates
3735 Glen Lake Drive, Suite 250
Charlotte, NC 28208

Phone: 704-749-5801

Changes to This Notice

We reserve the right to change the terms of this Notice and to make new notice provisions
effective for all protected health information that we maintain. You may ask for an updated copy
at any time at our office or on our website. The Notice of Privacy Practices was last updated and
effective as of December 7, 2023.



